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Extended Abstract

Introduction: With the rapid expansion of healthcare services, fraud in health insurance systems has become
a serious challenge. This study aims to design and develop an intelligent and modular framework for fraud
detection in health insurance. The framework is designed to identify abusive and fraudulent behaviors
regardless of the type of service or actor involved, and to adapt effectively to dynamic and complex
environments. The primary objective is to provide a flexible solution that enhances the accuracy of fraud
detection while reducing human error in the decision-making process.

Methods: The proposed framework consists of four key modules. First, a knowledge-based module leverages
insights from insurance and medical experts to build a simulation framework for fraud detection, enabling the
medical-insurance team to describe and visualize abnormal behaviors based on the actions of different actors.
Second, a two-stage data warehouse is designed to efficiently process large volumes of insurance data. In the
first-stage warehouse, the ETL (extract—transform—load) process ingests claims data, cleanses data quality
issues, and removes inconsistencies and errors to prepare the data for feature extraction required for fraud
detection. In the second-stage warehouse, in collaboration with insurance and medical experts, relevant
features for fraud detection are extracted and selected. To this end, a framework for simulating the fraud-
detection process is built to enable the medical-insurance team to describe, analyze, and visualize abnormal
behaviors based on the actions of different actors. Accordingly, a list of twenty key features for fraud detection
was extracted and documented, covering information about actors, productss/services, and related features for
each type of fraud. Third, the fraud detection engine is based on a proposed algorithm called K-IF, which first
clusters data using Isolation Forest (IF) and then identifies suspicious samples using K-Means. Fourth,
visualization tools and a dynamic management dashboard are developed to support interactive analysis and
real-time updates by users.
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Results and discussion: Experimental results on labeled datasets demonstrate that the proposed algorithm, by
leveraging the discriminative power of IF and the clustering precision of K-Means, achieves better
performance across multiple metrics and computational times than common algorithms such as LOF, OCSVM,
EE, DBSCAN, AE, and K-Means. Furthermore, results from applying the proposed algorithm to real data from
a health insurance company indicate that this approach, with reduced dependence on contamination rate and
improved accuracy in detecting edge cases, demonstrates strong anomaly-detection capabilities. Ultimately,
the framework has been developed as a software package for private insurance companies, offering advanced
analytical tools that significantly enhance decision-making and reduce the need for human intervention.

Conclusion: This study highlights that success in detecting insurance fraud is directly tied to the quality and
precision of features extracted from healthcare transaction data. The synergy between demographic, financial,
and service-related data plays a crucial role in increasing the sensitivity of machine learning models to
anomalous behaviors. However, the lack of accurate and structured data remains a major challenge in
developing effective fraud detection software. The developed framework, designed as a software package for
managing health insurance claims, integrates machine learning models, a modular architecture, and a modern
user interface to deliver high scalability and rapid responsiveness to organizational needs. It is recommended
that insurance company managers adopt this solution as part of their digital strategy for claims management.
By integrating with existing systems and utilizing secure databases and interactive dashboards, they can
achieve improved efficiency, greater transparency, and reduced fraud-related costs.
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Isolation Forest; Software.
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1. Artificial Intelligence (AI)
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1. Anomaly Detection

2. Local Outlier Factor (LOF)

3. Isolation Forest (IF)

4. Density-Based Spatial Clustering of Applications with Noise (DBSCAN)
5. Autoencoders (AE)

6. Fraud and Abuse
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1. Uncoding

2. Diagnosis Related Group (DRG)
3. Duplicate billing

4. Unbounding
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1. Claim management system

2. Unsupervised learning

3. Supervised learning

4. Principal Component Analysis (PCA)
5. Contamination ratio

6. Silhouette Score
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1. Temporal

2. Cumulative

3. Differential

4. Star-Schema

5. Extract, Transform, and Load (ETL)
6. Data Imputation or Data augmentation
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1. Liu
2. Isolation Tree
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1. Binary Search Tree (BST)
2. Sub-sampling size
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Algorithm 1: 1F (D, t, @ )

Input: D= (x1, x2, ..., xn) - dataset, t - number of trees, ¢ - sub-sampling

Output: aset of tisolation trees

Initialize Forest

1: setheight limit / = ceiling(log, ¢)
2: for i=1to tdo
3: D' «sample (D, @)
4: Forest «— Forest UiTree (D', 0,1)
5; end for
6: return Forest
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:iTree (D, h, )YAlgorithm

Input: D= (x1,x2, ..., xn) - dataset, e - current tree height, ] -height limit

Output: aniTree t

Initialize: ¢ = @ (an empty tree)

ife = Jor[X| < 1then

return ¢

Else

let set Qto be a list of features in D

randomly select a feature g; (q; € Q)

randomly select a split point p € (min(g;), max(q;))

NN N B W N -

Define D;and D, contain the sample of D, where g; is smaller and larger than p

8: D, & filter (D, q;< p)
9: D, & filter (D, g;>=p)
10: repeate iTree (D), h+ 1, ) and link the obtained tree as the left tree of ¢
11: repeate iTree (D,, h+ I, ) and link the obtained tree as the right tree of ¢
12: end if
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Algorithm 3: K-means Algorithm

Input: F = (x;, X5, . . ., X)) - a dataset containing m instances

Output: A set of anomalies and normal clusters

For arange of K values, do:

Calculate the Silhouette score;

End for

Plot out a K value vs. silhouette graph;

Find out the optimal value of K, which has the highest score on the graph;

Randomly choose K instances from F as the initial cluster centers;

Repeate

Reassign each instance to the cluster based on the mean of the instances in the cluster;

O || || N AW -

Update the cluster means;

10: Until no change occurs in the cluster means;
11: For each cluster, do:
12: Calculate the cluster center of each cluster to get the result C = {C ;, C,..., Cg}
13: Calculate the standard Euclidean distance d, between C and C
14: Dlist append d;
15: end for
16: Specify a threshold value (tsv) determined by domain experts.
17: For cach cluster of F, do:
18: If di > tsv, then:

19: Label the cluster as abnormal;
20: Else
21: Label as normal;
22: End for

K-means g5, S\ S 0 (S
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Algorithm 4 : K-IF Algorithm

Input: D= (x;, X5, . . ., X,)) - dataset

Output: the index list of normal values /V/ist, the index list of abnormal values Alist

Initialize: IF, NVlist= 9, Alist= @, distance list Flist=@

set the contamination parameter of IF to 2 times the background knowledge of the relevant field

get anomaly score A = (ay, a, . . ., a,) and preliminary classificationresult L = (I, b, .. ., I,) of Dwith IF
for cach label /;in L do
if ;= 1 then

Nilistappend x;
Else

Alistappend x;
end if
End for

O [ R[ Q[ || AW N -

10: Calculate the cluster center C of Nlist
11: for each sample s;in Alistdo
12: calculate the standard Euclidean distance d; between s;and C
13: Flistappend d;and a;
14: end for
15: Maxa and Maxb € box plot(Flist)
16: Flist € filter (Flist, d.<Max )
17: perform K-means clustering on Flist
18: for each sample s;in normal cluster(s) do
19: Nlist append si
20: Alist remove si
21: end for
22: return Nlist, Alist
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1. Extreme
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